DIGITAL SAFETY &
SECURITY

Day 5 - Public Interest Journalism




MEET YOUR TRAINER

SEGURITY TRAININGI!!



Let's break the ice




STORY-BASED INQUIRY

SUBIJECT

We discover a subject

We create a hypothesis
HYPOTHESI

==

OPEN SOURCES

To verify the hypothesis

To complete the information
HUMAN SOURCE

Il

ol

STORY

In a narrativeorder

We verify and fact-check
VERIFICATION.

&)




8 hours
15-minute breaks
60-minutelunch break

Physical Environment

AGENDA
DAY 5 Psycho-social Environment

Technological Environment







THE HOLISTIC SECURITY PYRAMID

Technological




Which environment
are you protecting
with these actions?

1. Challenging someone you don't
know who entersyour office

2. Using end-to-end encryption to
communicate with a source

3. Avoid consulting maps on your
phone when traveling

4. Understanding the relationship
between privacy and security

5. Avoid oversharing on Facebook

Technological

Social

Physical

Mindset




CAN YOU HAVE SECURITY
WITHOUT PRIVACY?



PRIVACY VS SECURITY
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World's Biggest Data Breaches & Hacks
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Signal
‘Data Linked To You’

iMessage
‘Data Linked To You’

WhatsApp
‘Data Linked To You’

Facebook Messenger

‘Data Linked To You’

6 Contact Info

« Email Address
« Phone Number

9 Search History

ES5 identifiers

* Device ID

Analytics

@ Purchases
Purchase History

< Location
Coarse Location

@ Contact Info

Phone Number

B User Content
Other User Content

E8 Identifiers
User ID
Device ID

il Usage Data
Product Interaction
Advertising Data

£+ Diagnostics
Crash Data
Performance Data
Other Diagnostic Data

App Functionality

@ Purchases
Purchase History

o= Financial Info
Payment Info

4 Location
Coarse Location

@ Contact Info
Email Address
Phone Number

@ Contacts

Contacts

Py User Content

Customer Support
Other User Content

B8 Identifiers

User ID
Device ID

Usage Data
Product Interaction

£ Diagnostics
Crash Data
Performance Data
Other Diagnostic Data

Third-Party Advertising

@ Purchases
Purchase History

@ Financial Info
Other Financial Info

< Location
Precise Location
Coarse Location

@ Contact Info
Physical Address
Email Address
Name
Phone Number
Other User Contact Info

@ Contacts
Contacts

I3 User Content
Photos or Videos
Gameplay Content
Other User Content

@ Search History
Search History

@ Browsing History
Browsing History

B8 Identifiers
User ID
Device ID

Usage Data
Product Interaction
Advertising Data
Other Usage Data

£ Diagnostics
Crash Data
Performance Data
Other Diagnostic Data

@ Other Data
Other Data Types

Analytics

© Health & Fitness
Health
Fitness

@ Purchases
Purchase History

o= Financial Info
Payment Info
Other Financial Info

< Location
Precise Location
Coarse Location

® Contact Info
Physical Address
Email Address
Name
Phone Number
Other User Contact Info

@ Contacts

Contacts

[ User Content
Photos or Videos
Audio Data
Gameplay Content
Customer Support
Other User Content

@ Search History
Search History

@ Browsing History
Browsing History

B8 Identifiers
User ID
Device ID

a8l Usage Data
Product Interaction
Advertising Data
Other Usage Data

© Sensitive Info
Sensitive Info

£ Diagnostics
Crash Data
Performance Data
Other Diagnostic Data

@ Other Data
Other Data Types

Product Personalisation

@ Purchases

Purchase History

@ Financial Info
Other Financial Info

4 Location
Precise Location
Coarse Location

@ Contact Info
Physical Address
Email Address
Name
Phone Number
Other User Contact Info

@ Contacts

Contacts

I3y User Content
Photos or Videos
Gameplay Content
Other User Content

@ Search History
Search History

@ Browsing History
Browsing History

E8 Identifiers
User ID
Device ID

il Usage Data
Product Interaction
Advertising Data
Other Usage Data

© Sensitive Info

Sensitive Info

£ Diagnostics
Crash Data
Performance Data
Other Diagnostic Data

@ Other Data
Other Data Types

App Functionality

© Health & Fitness

Health
Fitness

@ Purchases
Purchase History

o Financial Info

Payment Info
Credit Info
Other Financial Info

4 Location

Precise Location
Coarse Location

@ Contact Info

Physical Address

Email Address

Name

Phone Number

Other User Contact Info

@ Contacts

Contacts

3 User Content

Emails or Text Messages
Photos or Videos

Audio Data

Gameplay Content
Customer Support
Other User Content

@ Search History

Search History

@ Browsing History

Browsing History

B8 Identifiers

User ID
Device ID

il Usage Data

Product Interaction
Advertising Data
Other Usage Data

© Sensitive Info

Sensitive Info

£ Diagnostics

Crash Data
Performance Data
Other Diagnostic Data

@ Other Data
Other Data Types

Other Purposes
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om Financial Info
Other Financial Info

< Location
Precise Location
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© Contact Info
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Other User Contact Info

@ Contacts
Contacts

P User Content
Photos or Videos
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@ Search History
Search History
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Device ID
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Features & Analysis

How UK Online Safety Bill
threatens encryption, secure
communication, and reporting
on migration

By Madeline Earp on January 27,2023 11:41 AM EST




CAN YOU HAVE DEMOCRACY
WITHOUT PRIVACY?



THE PHYSICAL
ENVIRONMENT




CAN YOU FIND THE HIDDEN
CAMERAS?



How to protect the information in your devices?

......

« Use special software for
permanent deletion

 Only works on Hard Disk Drives
(HDDs) not on Solid State Drives
(SSDs)

>




How to protect the information in your devices?

 The best way to “delete your files” is
to use encryption
« Encryption is a way of scrambling
data so only authorized parties can
understand the information
« Full-disk encryption: encrypting
everything on your device
 File level encryption

"Hello" encryption »|"“SNifgNi+ukO="

plaintext ciphertext



Updiate & Secwmmy
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Device esoypron

TRY IT YOURSELF!

<8 Device encryption

res the data on your disk by
encrypling its contents automatically.

' Your login password is required to decrypt your data. Your iCloud account
can be used 1o uniock your disk and reset your login password if you forget it

FileVault is turned on for the disk “Macintosh HD* ,



How to protect the information in your devices?

« Use privacy screens when working in

public spaces.
Do not take sensitive work calls when
there are people around you.

« Do not trust devices set up by third
parties you do not know (printers/
routers)

« Avoid leaving your devices alone when
you are travelling.

- Avoid handing out real personal data to
parties who should not be collecting it/
cannot protect it.

« Scan rooms in hotels and public spaces
for cameras/ listening devices.

« Avoid typing passwords in front of

N cameras.




Do you know what this image is?




WHERE PHYSICAL MEETS DIGITAL

PHONE IDENTIFIERS
IMS| number
Mac address
MAID identifiers
Location data

METADATA

ROUTER SECURITY
« Change default Wi-Fi and
admin password
Harden security settings
» Create guest network
Upgrade your router’s
firmware
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PSYCHOSOCIAL
ENVIRONMENT




SOCIAL ENGINEERING

Any act that influences a person to take an
action that may or may not be in their best

INterest.

- Christopher Hadnagy, Social Engineering: The
Science of Human Hacking



CAN YOU SPOT
WHEN YOU'RE
BEING PHISHED?

TAKE THE QUIZ!

https://phishingquiz.withgoogle.com/




HOW TO COUNTER
SOCIAL
ENGINEERING?

Learn how to download
securely

Create safer passwords
Learn how to manage your
accounts

Use 2FA on all accounts




Hover before you
‘ click
Ll

DOWNLOADING
FILES SAFELY The iresh ook features easier navigaion and quick access 10

your aCCOUKttp://www.russianmafia.ru/ |1, @nd mor

T/ PS Take a tes(Stealyourmoney/forgodssakedontclick/
Click or tap to follow link.

1. Sign gn to your account.




Ll
DOWNLOADING

FILES SAFELY
TIPS

Use link scanners

> ] VIRUSTOTAL

Analyze suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community

SEARCH

By submitting data below, you are agreeing to our Terms of Service and Privacy Policy, and to the
sharing of your Sample submission with the security community. Please do not submit any
personal information; VirusTotal is not responsible for the contents of your submission. Learn more.

Choose file

(® Want to automate submissions? Check our API, free quota grants available for new file uploads




Verify the authenticity
of downloads via
signatures [Advanced]

DOWNLOADING
Documentation  Donate  Forums
I I L E S SAI E LY Note to publishers: If you intend to host our files on your server, please instead consider linking to this page.

versions, which we believe is critical when security software is concerned. Thank you.

Supported versions of operating systems

; / P ; PGP Public Key: https://www.idrix.fr/VeraCrypt/VeraCrypt PGP_publi y.asc (ID=0x680D16DE,
Fingerprint=5069A233D55A0EEB174A5FC3821ACD02680D16DE)




A
DOWNLOADING
FILES SAFELY

TIPS

Open suspiciousfiles
on virtual machines




WHAT MAKES A STRONG
PASSWORD?



P CREATING SAFER PASSWORDS

»--have | been pwned?

Check if your email or phone is in a data breach

email address pwned?
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THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TD USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS To GUESS.



Learn how to create a master
password using a memorable
technique (check out how to use
h diceware to create very secure
passphrases: https:.//www.eff.org/dice

CREATING SAFER
PASSWORDS

TIPS

https://password.kaspers
ky.com



https://www.eff.org/dice
https://password.kaspersky.com/
https://password.kaspersky.com/

P

CREATING SAFER
PASSWORDS

TIPS

Use a password manager

« Use it to create a new highly
complex password for every service
that you use.

Make sure you know how to securely

back up your password manager
[NB Store the copies of your
database on a different computer,
smart phone, or cloud storage space
such a Google Drive or Microsoft
OneDrive




P

CREATING SAFER
PASSWORDS

TIPS

Learn how to create a master

password using a memorable
technique (check out how to use

diceware to create very secure
passphrases: https:.//www.eff.org/dice

In groups, create passwords
using the method and test
them

WARNING: Do not use this
exact passwords in real life!



https://www.eff.org/dice
https://password.kaspersky.com/
https://password.kaspersky.com/

S

SAFE MESSAGING

TECHNOLOGICAL
ENVIRONMENT



ACCOUNT MANAGEMENT

RULE #1: Use a password manager
RULE #2: Use Two-factor Authentication

RULE #3: Compartmentalize accounts

RULE #4: Understand what metadata you are sharing

RULE #5: account is protected by encryption to the server or
end-to-end encryption



SAFE MESSAGING

Do you know what end-to-
end encryption means?

Today

& Messages you send to this chat and calls are
now secured with end-to-end encryption. Tap
for more info.
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Hello Alice! “0' ANS83D&'0A? ”°| Hello Alice!

“A%)20DJ8"
Alice’s Alice’s
Public Key Private Key

Bob Alice



TIME TO UPGRADE YOUR DIGITAL LIFE



https://proton.me/

Proton is privacy for everyone

Welcome to a better internet
where privacy and freedom
come first

v F BV 6

Mail Calendar Drive VPN Pass




Q ~roton Pass

Getting Started with Proton Pass | Tutorial (3



Upgrade your emails

New message

Fri -

To  Encrypt for non-ProtonMail users

Su Encrypted messages to non-ProtonMail recipients will expire in 28
days unless a shorter expiration time is set.
1 Learn more 1
Message Password - @
g
Confirm Password ssnsness ®
Password Hint (Optional) A password| ‘

) i | s e -n‘



Upgrade your instant messaging

Signal
‘Data Linked To You’
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‘Data Linked To You’

WhatsApp
‘Data Linked To You’
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‘Data Linked To You’
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= My files =+

Last modified 4

B work doi -

Name +  Documents *0 7 aafjsfid. 0ljpg * © & Slze

You've got files
These files were shared using end-to-end encryption,

Keep them secure by storing them in your own Proton
100.00G8 Dr.we, an casy-to-use cloud storage service where
privacy is default,

examp!

Bm Photos
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ivacy © Secure sharing
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LionKingV...1988.mov newpicture0201.png

This link is password protected

Please enter the password to decrypt and view content,

Password
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Upgrade your conference calls

0rg




https://browserleaks.com/

Mbmsmks Eom







Upgrade your browsing

Connected 00:00:01 >

Countries O Q

Secure Core
Connected 00:00:01 >

Secure Core [ ) == Argentina

% Load

1B
== Argentina

Australia

Australia

m—  Austria
Austria

Belgium
Brazil
Bulgaria
Cambodia

Canada

NetShield

Browse the Internet without ads and malware.
== Colombia v Learn More
° PROTON VPN
= Costa Rica .
~= Czechia = O Don't Block
Connected

= Denmark

Disconnect

— Estonia Block malware only + Switzerland



https://browserleaks.com/
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Your assignment

o
\

o




DSS PRINCIPLES

Prepare to be hacked

Humans are the weakest link

Choose security by design

If you can’t protect it, don’t collect it!

Offenseis the best form of defense




Time for a security
plan

Policies

and Standards

Protect JAssess

Monitor

Tell me the truth.I'm..I'm ready
to hear it.

You need an accurate inventory of your as‘sms
before you can work on protecting it.




Help & Resources

AN, f
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QUESTIONS ¢+ ¢ -

)



THANK YOU!




Colours &
Fonts

#554789 #D9D2E9
#663365 #3B7DB3 #822D4E

Install RNW Media’s official font Montserrat before
starting work on your presentation. The font files
can be found on Sharepoint.




Photos &
llustrations

Click here for the full
RNTC Brandbook.

Stock photos

Pexels

Unsplash
Pixabay

Customizable
illustrations

unDraw

Manypixels

Freepik Storyset

Stock videos
Pexels


https://www.pexels.com/
https://unsplash.com/
https://pixabay.com/
https://undraw.co/search
https://www.manypixels.co/gallery
https://storyset.com/business
https://www.pexels.com/search/videos/
https://rnwmedia.sharepoint.com/CommunicationStakeholders/Forms/AllItems.aspx?csf=1&web=1&e=Ce44Jh&FolderCTID=0x0120008F73D12B36B08C4D9BAA29267CABB051&id=%2FCommunicationStakeholders%2FDesign%2FBrand%20Assets%2F2%2E%20RNTC%2FBrand%20Guidelines%2FRNTC%20%2D%20BrandBook%2Epdf&parent=%2FCommunicationStakeholders%2FDesign%2FBrand%20Assets%2F2%2E%20RNTC%2FBrand%20Guidelines

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 21
	Slide 22
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 72
	Slide 73
	Slide 74
	Slide 75
	Slide 76
	Slide 78
	Slide 79
	Slide 80
	Slide 81

