
DIGITAL SAFETY & 
SECURITY
Day 5 - Public Interest Journalism



MEET YOUR TRAINER



Let’s break the ice



STORY-BASED INQUIRY

SUBJECT

1

We discover a subject

3

OPEN SOURCES

To verify the hypothesis

5

STORY

In a narrative order

2

HYPOTHESIS

We create a hypothesis

4

HUMAN SOURCES

To complete the information

6

VERIFICATION

We verify and fact-check



AGENDA
DAY 5

8 hours
15-minute breaks
60-minute lunch break

Next Steps

Technological Environment

Psycho-social Environment

Physical Environment  

DSS Mindset 



! THE MINDSET



Technological

Social

Physical

Mindset

THE HOLISTIC SECURITY PYRAMID



Which environment 
are you protecting 
with these actions?

1. Challenging someone you don’t 
know who enters your office
2. Using end-to-end encryption to 
communicate with a source
3. Avoid consulting maps on your 
phone when traveling
4. Understanding the relationship 
between privacy and security
5. Avoid oversharing on Facebook

Social

Physical

Mindset

Technological



CAN YOU HAVE SECURITY 
WITHOUT PRIVACY?



PRIVACY VS SECURITY



HTTPS://INFORMATIONISBEAUTIFUL.NET/VISUALIZATIONS/WORLD
S-BIGGEST-DATA-BREACHES-HACKS/







CAN YOU HAVE DEMOCRACY 
WITHOUT PRIVACY?



! THE PHYSICAL 
ENVIRONMENT



CAN YOU FIND THE HIDDEN 
CAMERAS?



How to protect the information in your devices?

1. SECURE DELETION

• Use special software for 
permanent deletion

• Only works on Hard Disk Drives 
(HDDs) not on Solid State Drives 
(SSDs)



How to protect the information in your devices?

2. ENCRYPTION

• The best way to ‘’delete your files’’ is 
to use encryption

• Encryption is a way of scrambling 
data so only authorized parties can 
understand the information
• Full-disk encryption: encrypting 

everything on your device
• File level encryption



TRY IT YOURSELF!



How to protect the information in your devices?

3. Check your trust

• Use privacy screens when working in 
public spaces.
Do not take sensitive work calls when 
there are people around you.

• Do not trust devices set up by third 
parties you do not know (printers / 
routers)

• Avoid leaving your devices alone when 
you are travelling.

• Avoid handing out real personal data to 
parties who should not be collecting it/ 
cannot protect it.

• Scan rooms in hotels and public spaces 
for cameras / listening devices.

• Avoid typing passwords in front of 
cameras.



Do you know what this image is?



WHERE PHYSICAL MEETS DIGITAL

METADATA

ROUTER SECURITY
• Change default Wi-Fi and 

admin password​
• Harden security settings​
• Create guest network​
• Upgrade your router’s 

firmware​

PHONE IDENTIFIERS
• IMSI number​
• Mac address​
• MAID identifiers​
• Location data







! PSYCHOSOCIAL 
ENVIRONMENT



SOCIAL ENGINEERING

Any act that influences a person to take an 
action that may or may not be in their best 

interest.
- Christopher Hadnagy, Social Engineering: The 

Science of Human Hacking

PHISHING VISHING SMISHING IMPERSONATION



TAKE THE QUIZ!

https://phishingquiz.withgoogle.com/

CAN YOU SPOT 
WHEN YOU’RE 

BEING PHISHED?



HOW TO COUNTER 
SOCIAL 
ENGINEERING?

1. Learn how to download 
securely

2. Create safer passwords
3. Learn how to manage your 

accounts
4. Use 2FA on all accounts



DOWNLOADING 
FILES SAFELY

TIPS

1 Hover before you 
click 



DOWNLOADING 
FILES SAFELY

TIPS

2 Use link scanners 



DOWNLOADING 
FILES SAFELY

TIPS

3
Verify the authenticity 
of downloads via 
signatures [Advanced]



DOWNLOADING 
FILES SAFELY

TIPS

4
Open suspicious files 
on virtual machines



WHAT MAKES A STRONG 
PASSWORD?



CREATING SAFER PASSWORDS

Go to https://haveibeenpwned.com/





CREATING SAFER 
PASSWORDS

TIPS

Learn how to create a master 
password using a memorable 

technique (check out how to use 
diceware to create very secure 

passphrases: https://www.eff.org/dice

1

In groups, create passwords 
using the method and test 

them 
on:https://password.kaspers

ky.com/
WARNING: Do not use this 
exact passwords in real life!

https://www.eff.org/dice
https://password.kaspersky.com/
https://password.kaspersky.com/


CREATING SAFER 
PASSWORDS

TIPS

Use a password manager
• Use it to create a new highly 

complex password for every service 
that you use.

• Make sure you know how to securely 
back up your password manager 
[NB Store the copies of your 
database on a different computer, 
smart phone, or cloud storage space 
such a Google Drive or Microsoft 
OneDrive

2



CREATING SAFER 
PASSWORDS

TIPS

Learn how to create a master 
password using a memorable 

technique (check out how to use 
diceware to create very secure 

passphrases: https://www.eff.org/dice

1

In groups, create passwords 
using the method and test 

them 
on:https://password.kaspers

ky.com/
WARNING: Do not use this 
exact passwords in real life!

https://www.eff.org/dice
https://password.kaspersky.com/
https://password.kaspersky.com/


! TECHNOLOGICAL 
ENVIRONMENT

SAFE MESSAGING



ACCOUNT MANAGEMENT

RULE #5:  account is protected by encryption to the server or 
end-to-end encryption

RULE #4: Understand what metadata you are sharing 

RULE #2: Use Two-factor Authentication

RULE #1: Use a password manager

RULE #3: Compartmentalize accounts



Do you know what end-to-
end encryption means?

SAFE MESSAGING





TIME TO UPGRADE YOUR DIGITAL LIFE



https://proton.me/





Upgrade your emails



Upgrade your instant messaging



Upgrade your file sharing



Upgrade your conference calls



https://browserleaks.com/





Upgrade your browsing



https://browserleaks.com/



! Next Steps



Your assignment



DSS PRINCIPLES

Prepare to be hacked

Humans are the weakest link

Choose security by design

If you can’t protect it, don’t collect it!

Offense is the best form of defense



Time for a security 
plan



Help & Resources



QUESTIONS



THANK YOU!



Colours & 
Fonts

#554789

#822D4E#663365 #3B7DB3

#D9D2E9

Install RNW Media’s official font Montserrat before 
starting work on your presentation. The font files 

can be found on Sharepoint.



Photos & 
Illustrations

Stock photos

Pexels

Unsplash

Pixabay

Customizable 
illustrations
unDraw

Manypixels

Freepik Storyset

Stock videos
Pexels

Canva

Click here for the full 
RNTC Brandbook.

https://www.pexels.com/
https://unsplash.com/
https://pixabay.com/
https://undraw.co/search
https://www.manypixels.co/gallery
https://storyset.com/business
https://www.pexels.com/search/videos/
https://rnwmedia.sharepoint.com/CommunicationStakeholders/Forms/AllItems.aspx?csf=1&web=1&e=Ce44Jh&FolderCTID=0x0120008F73D12B36B08C4D9BAA29267CABB051&id=%2FCommunicationStakeholders%2FDesign%2FBrand%20Assets%2F2%2E%20RNTC%2FBrand%20Guidelines%2FRNTC%20%2D%20BrandBook%2Epdf&parent=%2FCommunicationStakeholders%2FDesign%2FBrand%20Assets%2F2%2E%20RNTC%2FBrand%20Guidelines
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